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MV. GLDQHOOH E. RLYHUD
AVVRFLDWH AGPLQLVWUDWRU
U.S. GHQHUDO SHUYLFHV AGPLQLVWUDWLRQ
1800 F SWUHHW NW
WDVKLQJWRQ, D.C. 20405

JXQH 11, 2021

DHDU MV. RLYHUD:

TKDQN \RX IRU \RXU JXQH 2, 2021 OHWWHU, DQG IRU WKH RSSRUWXQLW\ WR SURYLGH \RX ZLWK =RRP¶V YLHZV
UHJDUGLQJ WKH SRVVLEOH GLVFORVXUH RI =RRP¶V FHGRAMP VHFXULW\ SDFNDJH (WKH SHFXULW\ PDFNDJH) WR
SHQDWRU W\GHQ¶V RIILFH RXWVLGH RI WKH VWDQGDUG GLVFORVXUH SURFHGXUH IRU VXFK VHFXULW\ SDFNDJHV.

AV SHQDWRU W\GHQ PHQWLRQV LQ KLV UHFHQW OHWWHU WR WKH GHQHUDO SHUYLFHV AGPLQLVWUDWLRQ (GSA), ZKHQ
KH SUHYLRXVO\ UHTXHVWHG GLVFORVXUH RI =RRP¶V VHFXULW\ SDFNDJH LQ JXO\ 2020, GSA UHIXVHG WKLV
UHTXHVW.  IQ WKH FXUUHQW LQVWDQFH, =RRP VHHV QR QHZ IDFWV RU FLUFXPVWDQFHV WKDW ZRXOG ZDUUDQW GSA
FKDQJLQJ LWV SUHYLRXV GHFLVLRQ QRW WR GLVFORVH =RRP¶V SHFXULW\ PDFNDJH.  DLVFORVLQJ =RRP¶V SHFXULW\
PDFNDJH RXWVLGH RI WKH VWDQGDUG SURFHVV ZRXOG VHW D GDQJHURXV SUHFHGHQW WKDW ZRXOG XQGHUPLQH WKH
VSHFLDO WUXVW DQG FRQILGHQFH WKDW DOO CORXG SHUYLFH PURYLGHUV SODFH LQ WKH FHGRAMP SURFHVV ZKHQ
WKH\ VXEPLW SURSULHWDU\ DQG FRQILGHQWLDO LQIRUPDWLRQ LQ VXSSRUW RI FHGRAMP FHUWLILFDWLRQ.

=RRP¶V SHFXULW\ PDFNDJH DQG UHODWHG GRFXPHQWV SURYLGH VSHFLILFV UHJDUGLQJ WKH VHFXULW\ DVVRFLDWHG
ZLWK WKH =RRP IRU GRYHUQPHQW SURGXFW WKDW LV H[FOXVLYHO\ DYDLODEOH WR IHGHUDO, VWDWH, DQG ORFDO
JRYHUQPHQW HQWLWLHV DQG DSSURYHG IHGHUDO FRQWUDFWRUV. AFFHVV LV UHVWULFWHG WR WKH SHFXULW\ PDFNDJH
DQG UHODWHG GRFXPHQWV WKDW DUH KRXVHG LQ WKH PD[.JRY UHSRVLWRU\, DQG =RRP VXEPLWWHG WKRVH
PDWHULDOV ZLWK WKH XQGHUVWDQGLQJ WKDW WKLV UHSRVLWRU\¶V DFFHVV LV UHVWULFWHG WR JRYHUQPHQW DJHQFLHV RU
UHODWHG HQWLWLHV RQO\ IRU WKHLU XVH LQ PDNLQJ DXWKRUL]DWLRQ GHFLVLRQV IRU XVH RI WKH =RRP IRU
GRYHUQPHQW SURGXFW.  AQ\ GLVFORVXUH RXWVLGH RI WKHVH QDUURZ SXUSRVHV SXWV DW JUDYH ULVN WKH YHU\
IRXQGDWLRQ RI WUXVW EHWZHHQ WKH CORXG SHUYLFH PURYLGHUV DQG WKH FHGRAMP RIILFH.

=RRP WDNHV WKH VHFXULW\ RI LWV SURGXFWV DQG WUDQVSDUHQF\ ZLWK FXVWRPHUV YHU\ VHULRXVO\, DQG =RRP
KDV EHHQ HQJDJHG LQ VHFXULW\ HQKDQFHPHQWV WR FRQWLQXDOO\ LPSURYH LWV SURGXFWV.  =RRP IRU
GRYHUQPHQW ZDV SURXG WR EH UH-DXWKRUL]HG IRU FHGRAMP FHUWLILFDWLRQ LQ ERWK 2020 DQG 2021.

TKDQN \RX DJDLQ IRU DOORZLQJ XV WR SURYLGH \RX ZLWK RXU FRQFHUQV DERXW GLVFORVXUH RI WKH SHFXULW\
PDFNDJH RXWVLGH RI WKH VWDQGDUG GLVFORVXUH SURFHGXUH. =RRP GHHSO\ DSSUHFLDWHV \RXU FRQWLQXHG
SDUWQHUVKLS WKURXJK WKH FHGRAMP FHUWLILFDWLRQ SURFHVV. POHDVH GR QRW KHVLWDWH WR FRQWDFW PH LI I FDQ
EH RI IXUWKHU DVVLVWDQFH LQ WKLV PDWWHU.

SLQFHUHO\,

LDXUHQ BHOLYH
HHDG RI US GRYHUQPHQW RHODWLRQV

Zack Whittaker
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June 30, 2021 
 
The Honorable Ron Wyden 
United States Senate 
Washington, DC  20510 
 
Dear Senator Wyden: 
 
Thank you for your letter dated May 12, 2021, requesting a copy of the Zoom for 
Government security package. Your inquiry has been forwarded to me for response. 
  
The U.S. General Services Administration (GSA) and the Federal Risk and 
Authorization Management Program (FedRAMP) Program Management Office (PMO) 
take very seriously the responsibility to provide a cost-effective, risk-based approach for 
the adoption and use of cloud services by the Federal Government. The FedRAMP 
process establishes standard security requirements for the authorization and ongoing 
cybersecurity of cloud services in accordance with the Federal Information Security 
Management Act (FISMA), Office of Management and Budget (OMB) Circular A-130, 
and National Institute of Standards and Technology (NIST) guidelines. As part of this 
process, cloud service providers are required to deliver periodic security reports to all 
agency customers providing transparency into the security posture of the cloud 
environment. Through participation in FedRAMP, Zoom has been actively engaged in 
ongoing security enhancements to continually improve its Zoom for Government 
offering. As a result, agencies have continued to authorize and use Zoom for 
Government since 2019.  
 
The security package you have requested contains highly sensitive proprietary and 
other confidential information relating to the security associated with the Zoom for 
Government product. Safeguarding this information is critical to maintaining the integrity 
of the offering and any government data it hosts. The FedRAMP PMO has a robust set 
of internal controls surrounding access to the secure repository where this information 
resides. This includes limiting access to individuals with authority to grant FISMA 
authorizations when the purpose is to grant a security authorization. Based on our 
review, GSA believes that disclosure of the Zoom security package would create 
significant security risks.  
 
In addition, GSA solicited Zoom’s views regarding your request. As per the enclosed 
letter, Zoom confirmed the sensitivity of the material in question and expressed 
significant concerns with the potential release of the information. GSA’s consistent 
practice with regard to sensitive security and trade secret information is to withhold the 
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material absent an official written request of a congressional committee with jurisdiction, 
and pursuant to controls on further dissemination or publication of the information. 
Accordingly, GSA is unable to provide you with the security package you requested at 
this time.  
 
GSA values its relationship with Congress and prioritizes ensuring that we provide 
Congress with appropriate information about its programs and operations.  To this end, 
GSA is happy to continue to work with you and your staff on finding ways to provide you 
with information about FedRAMP policies and practices.   
 
If you have any additional questions or concerns, please contact me at (202) 501-0563.  
 
Sincerely, 
 
 
 
Gianelle E. Rivera  
Associate Administrator 
 
Enclosure 
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